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1. Introduction

A

This short “energydata.dk for dummies” aims giving you a quick introduction for how
to use the energydata.dk.

Energydata.dk is a data logging and data warehouse solution for Digital Energy Lab,
a digitalisation layer for the physical laboratories in PowerLab.

The current version is a complete redesign of the former version developed for the
EnergyLab Nordhavn project.

Note, that energydata.dk is constantly evolving with new data sets so the “screen
dumps” in the figures in this document will most likely be outdated.

Please report any error in this document or suggestions for improvement to

alkragh@dtu.dk

2. Terminology

Some terms are useful to know when reading this guide and using energydata.dk.
The terms are listed in Table 1

Term

Meaning

Administrator
(group)

The administrator is a group (member) user with additional
privileges, e.g., the administrator can add new users to a
group (making the user a member of the group), remove
members from the group or grant license to a data set and by
this make it accessible for the group. The administrator can
only grant access to data sets that the administrator owns
(has ownership of).

Data set

A data set is a collection of data streams which are related in
some way. As user you can by an owner of the data set be
granted access to a data set by which you have access to all
the data streams within the data set.

Data stream

Data is organized in energydata.dk in data sets and data
streams. A data stream is like channel where data from a
sensor, measurement device or similar is received. All
observation at the channel is a tuple with a time stamp for
when the observation was measured and the measurement
itself, i.e., the “value”. All timestamps in energydata.dk is in
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UTC time. A new observation with same timestamp will
overwrite an existing observation. Note it is the measurement
device that set a time stamp for the observation.

Each data stream shall be described by a number of
mandatory “tags” (meta data) the qualify the data. Additional
tags can be added.

Group A collection of users is called a group, they all share the
same privileges, i.e., which data sets they can access and
what privileges they have for the data set (read / write
access). Every user that owns (administrate) a data set can
create a group.

License Read or write access to a data set is controlled by a license
associated to the data set for the group.

Member (group) A user can be member of a group and by that membership
have access to the data sets linked to the group.

Owner The owner of a data set is the user that has privileges to
maintain the data set and normally also the user, that created
the data set. An owner can appoint other users to be owner.
Appointed owners share the same privileges as the
appointer.

Read A privilege that makes it possible to view a data stream in the
preview window, export the data to a csv file or access the
data via an API (for reading)

Tag Field in the meta data for a data stream that describes /
gualify the data stream.

Topic A unigue label for a data stream. The topic is used when
insert or requesting data for data stream via an API.

Write A privilege that makes it possible to insert data to a data

stream via an API.
Table 1 Terms for energydata.dk

3. Datain energydata.dk

Many of the data sets available in energydata.dk is described in the document Data
in energydata.dk. available on the DTU sharepoint, contact the sharepoint owner for
access.

At signup to energydata.dk you will be granted access to all public (open) data in
energydata.dk. Access to other data sets in energydata.dk must be granted by one
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of the owners of the data set. From the description of the data set you can see the
owner(s) and how to request access to the data.

4. Signup and log in
Energydata.dk is available at this address: https://admin.energydata.dk/login When
you go to this address you will see the log in page shown in Figure 1

If you are DTU user, i.e., employed or student at DTU please select the “DTU login”
— at the first log in, you must read and accept the “Terms of Service” and “Privacy
Policy” and confirm this by checkmark the “checkmark” box.

_.-_'f
Energy DataDK \
DTU login Energydata login Sign up
DTU username

Password

Remember me
| agree to the Terms of Service and Privacy Policy

Don't have a OTU account? LOG IN

Figure 1 Sign up and log in

If you are from outside DTU then go to the “Sign up” tab at first log in and complete
the form shown in Figure 2, the e-mail address is the address where to reports,
alarms etc will be sent to.

Later go to the “Energydata login” tab and log in with the email and password
selected at sign up.
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DTU login Energydata login Sign up
Given name
Surname
Email
Password Please fill out this field,

Confirm Password

| agree to the Terms of Service and Privacy Policy

Already registered? REGISTER

Figure 2 Sign up formular
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5. Find a data set

After log in you will be presented for a welcome page as shown in Figure 3. To the
right you will see small graphical tiles representing each of the available data set in
energydata.dk. Note, that data sets with no defined data streams are dimmed.

/
Ener ‘L‘,_K\ Dashboards  Charts 4+ Settings ~

Welcome

Search datastreams H Datasets

SEARCH DATASTREAMS

]
Filter on tags H
o

Digital Energy Lab/Bornh....
25640 datastreams found

Figure 3 Start page - data set tile

In the left part there is a search bar and a filtering form. In the search bar you can
enter a search string for searching a data set. The search engine will search for a
match in any part of the meta data and description of the available data sets. The
search engine works like other search engines so you can enter e.g. “SGU” (Smart
Grid Unit) and the search will find all data set that contains data streams with the
search string (SGU) in its meta data or description. The result will be displayed as
number of data streams that match the search string, see Figure 4
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Welcome

Search datastreams : Datasets
SEARCH DATASTREAMS

SGU

Filter on tags
GEO TAGS
EnergyLab Nordhavn
Type or Select [Geo tags] 64 datastreams found

THEME TAGS

Type or Select [Theme tags]

Click on a dataset or type a search query to start finding datastreams. N

Digital Energy Lab/Campu...
No datastreams found

Figure 4 Search result simple search

In the above example the data set “EnergyLab Nordhavn” holds 64 data streams that
match SGU, the other data sets do not contain any streams indicated by the “No
data streams found” and the tiles are dimmed.

The search can be tailored by operators, e.g., you can search for SGU and exclude
those that match “R@nne” by entering a search string as “SGU -Rgnne”. The search
result will exclude SGU in Rgnne, see Figure 5

Welcome
Search datastreams $ Datasets
SEARCH DATASTREAMS
SGU - Renne
Filter on tags
GEO TAGS
EnergyLab Nordhavn EnergyLab Nordhavn/Dan...
Type or Select [Geo tags] 48 datastreams found No datastreams found
THEME TAGS

Type or Select [Theme tags]

Click on a dataset or type a search query to start finding datastreams.

Digital Energy Lab/Campu...
No datastreams found

Figure 5 Tailored search
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The search now finds 48 data streams.

Be aware that the search engine uses a fuzzy search algorithm meaning that it will
find matches that are close to your search string but not necessarily an exact match,
e.g., if you search for SGU frequency it will also show results for SGU fuse, because
the words “frequency” and “fuse” are sufficient close to each other to make a “hit”.

In the “Filter on tags” part you can apply filters to your search, see Figure 6 and only

the data sets including streams that match the filter and search string will be
presented.

Welcome

Datasets

Filter on tags

: 1
GEO TAGS
Digital Energy Lab/Bornh...
Frederiks - 25640 datastreams found

DK-DK2, Frederiksberg

Create "Frederiks"

2216 datastreams found

Digital Energy Lab/lab cell ‘

Figure 6 Search filter

In the “geo tags" section you can enter a geographic location. The text field is a drop
down presenting a list of all available geo tags. Available “geo tags” are all the
declared “geo tags” when all data streams in energydata.dk are defined. The same
principle applies to other “tags”

When you select a data set, the frame around the tile will be blue and to the left you
will see a description of the data, see Figure 7.
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Search datastreams a : Datasets
SEARCH DATASTREAMS N

Type or Select [Search datastreams] /)

. N ey k. .
Filter on tags H
GEO TAGS

_ ~ Digital Energy Lab/Bornh...

Type or Select [Geo tags] 25640 datastreams found

THEME TAGS

Type or Select [Theme tags]

Filter by permission :
ONLY SHOW DATASETS THAT |

Type or Select [Only show datasets that I]

Digital Energy Labllab cell

2216 datastreams found

Dataset info 9 :

Digital Energy Lab/lab cell

The PowerlLab student lab facility in Lyngby consist of 25 lab cells. The (o)
measurements for voltage, current, power, reactive power, frequency and
cosine phi are recorded. Data from in total B8 sensors (or outputs) for each
lab cell is logged. Whenever there is a change in the measured output, the
new value is recorded. EnergyLab Nordhavn/Dan...
584 datastreams found

Figure 7 Data set description

The search button will automatically select all data streams in the data set and these
streams will be shown in the data stream window, see Figure 8
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ZnergyDataDK\  Ddshboards  Charts 4o sem

Find and export data

Search datastreams § Datasets to search 20

SEARCH DATASTREAMS

Metadata columns @

METADATA COLUMNS Digrtal Energy Labiab cell EnergyLab Nordhavn

GeoTag X ThemeTag X 2248 Satnstriama found 1916 datastreams found

Group by $ Datastreams @ :

GROUP BY

Preview timerange

ME
202: 26 < col < 2022-05-04
a8 Voitage U31 OUTPUT 07 for lab cell 01]|||Measurem...  Lyngby Campus, DK-DK2 Powerlab facility
a Power factor Cosj OUTPUT 02 for lab cell 06||||Meas... Lyngby Campus, DK-DK2 PowerlLab facility
Datastream preview @
] Voltage U31 OUTPUT 13 for lab cell 05|||[Measurem. Lyngby Campus, DK-DK2 PowerLab facility
a8 Voltage U1 OUTPUT 02 for lab cell 08||||Measurement  Lyngby Campus, DK-DK2 PowerLab facility
B sreaker position indication OUTPUT 09 for fab cell 0. Lyngby Campus, DK-DK2 PowerLab facility
B votage U2 OUTPUT 02 for tab cell 06| Measurement t  Lyngby Campus, DK-DK2 PowerLab facility
No Results
a8 Energy OUTPUT 08 for lab cell 01]|||Measurement it Lyngby Campus, DK-DK2 PowerLab facifity
No results were returned for this query. If you expected results 1o be returned,
ensure any filters are configured properly and the datasource contains data for a Voitage U3 OUTPUT 02 for lab cell 06||||Measurement  Lyngby Campus, DK-DK2 PowerLab facility
the selected time range.
a Current L1 OUTPUT 09 for lab cell 01|||Measurement  Lyngby Campus, DK-DK2 PowerLab facility

Figure 8 Data stream window

If the is a “padlock” symbol to the left of a data stream you are not granted access to
the data stream. For getting access you must contact the data set owner. You this by
“left clicking” on the padlock. A form appears, see Figure 9, and you can request by
fulfilling the form. The data owner will receive a mail by the system and decide to
grant you access.

@ hub.energydata.dk

You do not have access to view this dataset,
You can send a request for access to the dataset owner,
Please provide any information relevant for your request.,

Figure 9 Request form a data set access

If you have access to the data streams and you select a stream, a preview of the
data is shown in the preview window, see Figure 10
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Preview timerange

2022-04-26 < col < 2022-05-04

Datastream preview :

Figure 10 Data preview

Datastream Theme Tag

SGU Tejn Temperature top||||measurement

DTU

i

In the preview window you will see a plot for the:

e Max

e Mean
e Median
e Min

Bomholm, DK-DKZ

metrics for the default time range (one week). You can select / de-select the metrics
by “clicking” on the icons. The time range can be adjusted by the glider below the
plot or by selecting the “time range” box and adjust the start and end date, see

Figure 11

Group by
GROUP BY

Type or Select [Group by]

DATEADD(DATETRUNCI(DATETIME("now"

), day), -7, day)
DATEADD(DATETRUNC{DATETIME("now"
), day), 1, day)

2022-04-28 < col < 2022-05-06
L4

Datastream preview

(@ Edit time range

Advanced

Configure Advanced Time Range ©

L1
DATEADD(DATETRUNC(DATETIME("now"), day), -7, day)
i)

DATEADD(DATETRUNC(DATETIME("now"}, day), 1, day)

Actual time range

55
50°

45

40:.

\

2022-04-28 < col < 2022-05-06

CANCEL

NIy v

Figure 11 Adjusting start and stop dates

APPLY

ICH
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Please observe that:

e Observation inserted to a data stream, published via MQTT API, with a time
stamp within last two hours are immediately shown in the preview and are
included in the export.

e Observation inserted to a data stream, published via MQTT API, with a time
stamp within 80 days but older than 2 hours are immediately included in the
export but can be delayed in the preview with up to two hours.

e Observation inserted to a data stream, published via MQTT API, with a time
stamp older than 80 days can be delayed the preview and export with up to
two hours.

e Observation inserted via the batch upload API can be delayed in the preview
and export with up to two hours.

6. Access adata set

At signup to energydata.dk you will be granted access to the public available data
sets. Even the data sets are public available there will be some licensee’s conditions
that you will have to comply with. You will find these licensee’s conditions in the
description part for the data set, see Figure 12.

You are responsible for respecting these conditions.

Other available data sets will be shown as tiles, see Figure 3. If you are not granted
access to the data set, you will only be able to read the data set description. From
here it shall also appear who you must contact to be granted access.

L 1 - Y
&
~ A\ - N
Dilbert EnergyLab NordhavniCIS Solar weather data - latest
8 datastreams found 8 datastreams found
CEE giver en verdensomspandende, gratis, ikke-eksklusiv, og i evrigt A

ubegraenset brugsret til data, som frit kan: 1. kopieres, distribueres og
offentliggeres 2. sammensaettes med andet materiale 3. bruges ikke-
kommercielt Data m3 ikke bruges p3 en made, sa det kan fremst4 som om,
at CEE godkender, stotter, anbefaler eller markedsforer brugeren, brugerens

DILBERT_

produkter eller tienester. Brugeren skal sikre, at brug af data er | G =
overensstemmelse med dansk ret. Data med CEE som datakilde m3 ikke <& AR g e B =

aendres, men ma gerne indgd som input i videre databehandling. CEE's data

vo {3

opdateres regelmaessigt, og det et brugerens eget ansvar at sikre

Nordpool Anders test med opdater...
4 datastreams found 2 datastreams found

&

Figure 12 Licenses conditions
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All data sets where you have a read access granted can be exported i.e., you can
download the complete data set or a subset. Read access is indicated by a “padlock”
in the data stream window, see Figure 8. A “padlock” indicates no access. The
export of a data set results in a link to a csv file, that can be downloaded. The link is
sent in a mail to the email address in your profile. You select a stream to be included
in the export by check-marking the box to the left of the data stream, see Figure 13

Datastreams

SEARCH (29

Datastream Theme Tag

2@ :

RT

Geo Tag

Observed mean wind speed the past hour at Copenh...  Weather
Observed mean intensity of global radiation in the lat...  Weather
Observed maximum temperature past hour at DMI - D... Weather
Observed minimum temperature past hour at DMI - D...  Weather

B | Observed minimum temperature past hour at Hamme... Weather

Observed minimum temperature past hour at Nexs - ...  Weather
Observed maximum temperature past hour at Nexe - ... Weather
Observed mean temperature past hour at Nexe - DMI...  Weather
Observed mean wind direction the past hour at Ham...  Weather

Figure 13 Data stream selection for export

Copenhagen, DK-DK2
Bornholm, DK-DK2
Kebenhavn, DK-DK2
Kebenhavn, DK-DK2
Bornholm, DK-DK2
Bornholm, DK-DK2
Bornholm, DK-DK2
Bornholm, DK-DK2

Bornholm. DK-DK2

In the “staged” tab you can see which data streams that has been selected for
export. This can be beneficial if the data set contains many streams, as in this

example where there are 29 streams.

In the “export” tab the export is configured and initiated, see Figure 14
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Datastreams oY -1

bl

Export 2 datastreams

Export the staged datastreams to csv format

Energydata export 13-07-2022 13-31-34

07/13/2022 (0]

Figure 14 Data stream export

Per default the export file is named “Energydata export dd-mm-yyyy HH-MM-SS”, i.e.
date and time for the export but you can select another name according to your
preferences, e.g., the data set that is exported.

The export file is a csv file that can be imported into whatever application you prefer.
The file contains a column for each stream selected for the export plus a column that
contains the time stamp for the observation. Each column heading is named
according to this:

<data stream name>|<data stream topic>|<data stream property ID>

The “topic” and “property ID” are useful to know and needed if you want to use the
data APIs.

8. Your own data

You can manage your own data sets and create new data sets for your projects.
Select the “Setting” in the dropdown menu the in the upper right corner and chose
the “Datasets” option, see Figure 15
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4+ - Settings ~

Manage
Groups
Datasets

APl Tokens

User

Profile

Energylab Nordhavnen/K...
3134 datastreams found

Figure 15 Setting menu

Then you will be presented for all the data sets you have ownership of, i.e., also data
sets others have created and granted you ownership to see Figure 16 if in tile mode

=
EnergyDataDK\  Dashbosrds  Charts Settings «

(]

Digital Energy LatyBomholms Varme
Yatastreams: 25640

Digital Energy LabiThe Norwegian Mete.
Datastreams: 2564 Datastreams: 10

Datastreams: 1

Figure 16 My data sets, tile mode

or as in Figure 17 if in list mode.
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/
EnergyDaraﬁ\ Dashboards  Charts Settings +

=% Name Date Datastreams

Anders test data set

This data set is created for test purpose and to be used in writting the user guide fro energydata.dk

Datastreams: 0

Bornholm Living Lab

Bornholm Living Lab

Datastreams: 1076

Bornholm Living Lab -- bornholm.energydata.dk -- one minute data

ABB Network Manager data. Measurements fetched for the web-site bornholm.energydata.dk using

OPC. One minute real-time. Datastreams: 42
BOSS s
= PPN

Figure 17 My data sets, list mode

You switch between tile and list mode by clicking the icons in the upper right corner.

8.1 How to create a new data set
To create a new data set, select “+data set” button in the upper right corner (Figure
17) and complete the formular that appears, see Figure 18
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Mew dataset

Dataset name MQTT topic prefix
testfordocumentation2 testfordocumentation2
Description

Heading ¢ SansSerf ¢ B I U A A = = = T

testfordocumentation2|

E Mo image selected

Figure 18 Creating a data set

Spend some time describing your data set — this way others can read about and
understand the content of the data set and you may yourself need it for later
reference, if you must go back to your data set later. You can add a picture
illustrating the content. This picture will be shown in the date set tile window, see
Figure 3.

The MQTT prefix is a prefix for all data stream topics. The prefix must be unique and
identify the data set.
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8.1.1 Add a data stream to a data set
The “+ data stream” button in Figure 19 allows you to add a new data stream to the
data set; type the data stream name and press “Add”, see Figure 20

Datastreams

=t Name Date Properties &

+ Mew datastream

Figure 19 Add first data stream

Datastreams

=t Name Date Properties ®

test Add

Figure 20 Adding a new data stream

Then you must complete the form, see Figure 21, that appear when pressing the
button.
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Datastreams

=} Name Date Froperties &

ot

i Ilcsl 9 Comment Data license GOPR classification Geo tag Organization

Figure 21 Data stream definition

The “upload” button allows, see Figure 22, allows you to upload a data stream
definition file where you can add several new data streams by importing a data
stream definition file. A guidance for the file format is available, see Figure 23.

Search...

Figure 22 Data stream definition upload

Upload datastream file

File format guidance >

Figure 23 Data stream definition upload

You will be notified by mail about the outcome of the upload.

8.1.2 Inserting data to a data set
You can insert data to your data set (data stream) by using one of API’s, see 8.2
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8.2 Access your data set via an API
You can access your data set via one of these methods:

e Batch import data via API
e Fetch data via API

e Connectvia MQTT API

e Export

To do so, you need a token, the token serves as userID & password to verify that
you are allowed to access the data set.

To create a token, select the “API Tokens”in the “Setting menu” in Figure 24

Groups
Datasets

API Tokens

Profile

Logout
Figure 24 Sett;l-g- API Token
An API token creation formular as in Figure 25 appears. Assign a name for new
token, the name is used when managing your token in the system, choose a name
that is associated with usage of the token.
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Name Token type
Deploy token W
Allow token to perform the following operations
Creat
asets via API Connect to mqtt and read / write data in realtime
Allow the token to make use of the following licenses 2 token test

Permission T| Dataset (ID) T. Permission obtained via group T|

Read Anders lest data set 2 used for group, license and token test (82) Anders testgruppe 2

Write Anders test data set 2 used for group, license and token test (82) Anders testgruppe 2

Write Anders test data set 2 used for group, license and token test (82) test3

Owner Anders lesl data set 2 used for group, license and token test (82) Owners of dataset 82

Figure 25 API token formular

Select the type of token (personal or deployment), note their different usage:

DEPLOY TOKENS

Deploy tokens are explicitly allowed to do certain operations on specific datasets,
and should be used when deploying devices and similar, out in the world. If these
devices are compromised, the token has very limited access. You can link any of the
licenses you have via group memberships to the token

PERSONAL ACCESS TOKENS

These tokens carry all the same rights as the user issuing them. They should be
used only on the user’'s own computer for local development. WARNING: If
compromised this token can do be used to access everything you can.

For deployment tokens select for which of the APIs the token will be used, multiple
selections are allowed and finally select which combination of permission, data set
and group, the token will be used for see Figure 26. You can use the search box to
find the data set, see Figure 26.

A personal token grant you access to all the data sets where you have access and
for all API, therefore you shall do no selection in Figure 26.
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Name Token type

=

Deploy token

Allow token to perform the following operations

Batch import data Create export jobs
Fetch data from datasets via API Connect to mqtt and read / write data in realtime

Allow the token to make use of the following licenses ( Q. token test l
Permission T| Dataset (ID) T) Permission obtained via group T|
Read Anders test data set 2 used for group, license and foken test (82) Anders testgruppe 2

Write Anders test data set 2 used for group, license and token test (82) Anders testgruppe 2

Write Anders test data set 2 used for group, license and token test (82) test3
Owner Anders test data set 2 used for group, license and token test (82) Owners of dataset 82

Figure 26 Create an API token

The tokens you have created are listed in the “Manage API Tokens” list which you
find below the API create formular, see Figure 27

Manage APl Tokens

You may delete any of your existing tokens or token licenses if TokenForDocumentation2 Delete

they are no longer needed.
GreenlLabSkiveBatchWrite Delete
token for dokumentation Delete
SGUtokentest Delete
WriteTokenForDataSet82 Delete
WriteTokenForDataSet82-token2 Delete
tokenfor2datatsets Delete
TokenForDocumentation Delete

Figure 27 Manage token list

If you select “View” for a token you can see the details for that token, see Figure 28
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TokenForDocumentation2
Permissions
Batch import data Create export jobs
Fetch data from datasets via API Connect to mgtt and read / write data in realtime
Licenses 4 EXPORT Q. Keyword Search
Active Tl Permission Tl Dataset (ID) Tl Permission obtained via gro
< Write Anders test data set 2 used for group, license an... Anders testgruppe 2
4 Write Anders test data set 2 used for group, license an... test3
L4 >

CLOSE DELETE

Figure 28 Token details

Further you can delete the token. If you delete a token, it is no longer valid and the
usage in the APIs will fail. The same will happen if you revoke the license associated
with the token. If you later grant a similar license again, the token will not be
associated with a new license, you must create a new token for the new “group -
data set — license” relationship.

8.3 How to manage an existing data set

To manage one of your data sets, mouse over either the data set tile if in tile mode
(Figure 16) or the data set list if in list mode (Figure 17). Select a data and a window
as in Figure 29 will appear.
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< Anders test data set for alarm test  cews  owes  Leenses  Puses
@ Crested at 2022-07-13 143700 Deseription

# Numberof datostreams & This is my heading
(@ Last received data: 2022-09-12 12:07:00 and here comes a subheadimg
@ Public Access: Nane This data set is created for test purpose and to be used in writing the user guide fro energydata.dk
1 \

«se MOTT prefixc Not set Updated for test purpose
lst items:
® first
« second
Q Create dataset alarm
« third
[ Edit dataset details
any bugs? yes

Datastreams
=t Name Date Properties & Search L
i J andertestpseudostream 13 Ckanreferences Comment Data License GDPR classification Geo tag Location
i fanderstestpseudoint 13 Ckanreferences Comment Data License GDPR classification Geo tag Location
£ anderstestpseudodouble 13 Ckan references Comment Data License GDPR classification Geo tag Location
i | Dilbert power production 13 Ckan references Comment Data license GDFR classification Geo tag Lacation
i | Ditbert power productionl 13 Ckanreferences Comment Data license GDFR classification Geo tag Location
i | Ditbert power production2 13 Ckanreferences Comment Data license GDPR classification Geo tag Location

Figure 29 Selecting a data set for managing

Selecting “Edit dataset details”, you will access a form where you can update the
name, description for the data set and the image, see Figure 30
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Update dataset

Dataset name MQTT topic prefix
Anders test data set for alarm test MQTT topic prefix
Description
Heading & SansSerif 2 B I U AW === e

This is my heading

and here comes a subheading

This data set is created for test purpose and to be used in writing the user guide fro energydata_dk
Updated for test purpose
list items:

» first

= second

= third

any bugs? yes

8 New image @

Figure 30 Update data set

From the top menu bar (Figure 21) there are 4 tabs: “Details”, “Owners”, “Licenses”
and “Publish”. “Details” are by default selected.

In the top form there is general information about the data set; when it was created,
number of data streams etc. In the lower form all the data streams are listed,

When you mouse over a data stream tag a pencil will appear for the data stream,
see Figure 31 and you can edit the tag. For optional tags a bin icon is shown and the
tag can be deleted.
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= Date Properties &

i )| guptime test alarm testing stream 1

i | guptime test alarm testing stream 2

Figure 31 Selecting a data stream for editing
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13 Ckan references Con

13 Chkan references Comment

8.4  Sharing your data
For others to benefit from your data or to collaborate, you can share your data with
other users of energy.data.dk. You can do this by granting access to your data sets.
Access rights are assigned to a “group” and all members of the group share the
same privileges. A data set is linked to one or more groups. This is illustrated in

Figure 32

User

member of

nnnnn

License =
read
write

administrator

1.3

0..n

Figure 32 Group - user - data set relation
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Geo tag Location

Geotag Lacation

Data Set

0..n

Please note that a user can be a member of several groups and several of these
groups can have access to the same data set, so if you need to revoke access to a
data set for a user be sure to examine all groups linked to the data set.

8.4.1 Creating a group

Go to the setting menu, see Figure 15 and select the “Group menu”. A form as
shown in Figure 33 appears.
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EnergyDataﬁ( Dashboards  Charts Settings v
GI’OLIpS SHOW ALL [Z EXPORT Q| Keyword Search

Name Tl Description Tl Role Tl Membership Expiration Date Tl

GreenlLab test Vi tester adgang Administrator No Expiration

INILAB TEST Group for testing features Member No Expiration

Anders testgruppe gruppe til test og dokumentation Administrator No Expiration

Anders testgruppe 2 test for multiple grupper Administrator Mo Expiration

Figure 33 Group menu

The list shows all the groups that you are either members of or administrator for.

Create a new group by pressing the “+ group menu” and complete the form in Figure
34

Figure 34 Create new group

When you press the "create” button a new form appear as shown in Figure 35

¢
EnergyDataDk \  Dashbeards  Cnares Settings «
EnergyDataD
< dilberttest oess  venoes [ 0 cere |
Group Details
Informetion about dilbert test. Name Created By

dilbert test Anders Christian Laage

Description Created At

for documenion 2022-05-06 08:06:00

Membership details

Your currant mambarship in ‘dilbart test

Active Tl Role TL Added by T} Added at TL Membership Expiration Date 1)

' Administratos Andes No Expiration

License details @ eworT | Q¥
These licances are grantad to sll members of ‘dilbert test

Active Tl Dataset (D) Th Permission Tl Granted By T) Granted At Tl Expiration Date T) Revoke

Figure 35 Group details

From this form (Figure 35) you can grant a license to a group see 8.4.2 or members
see 8.4.3
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8.4.2 Assigning a license to a group

To assign a license to a group go to the group details form (see Figure 35) and press
the “+license” button. The form in Figure 36 will appear. In this form select the
“‘permission” and eventually an expiration date, the “Terms” is for future use. Link the
license to a data set from the list. Repeat the procedure if you need to assign more
than one permission or grant it to additional data sets.

7/
EnergyDat fﬁ\ Dashboards ~ Charts Settings ~

Grant license to group 'test for
documentation' Terms Permission

All users in the group will be able to use Please select a permission v
the license for data access. You can revoke

a license again at any time Expiration Date

Optionally add a short description og link E
to the terms governing the use of the
license for data access.
Adding an expiration date will
automatically invalidate the license when Select dataset to apply license for: Q. Keywc 3
the expiration time is passed.
Dataset (ID) Tl Created at T Created By Tl
EnergylLab Nordhavn/fuelshift (18) 2018-11-28 10:05:00
EnergylLab Nordhavn/HOFOR (16) 2018-11-13 08:36:00
Anders test data set (81) 2022-07-13 14:37:00 Leni-tand Mallsge
EnergyLab Nordhavn (6) 2017-12-14 12:17:00
Energylab Nordhavnen/KNX/Frihavnstarnet (14) 2018-09-18 10:20:00
Energylab Nordhavnen/KNX/KPC (13) 2018-09-12 10:49:00

Figure 36 Linking license to a data set

8.4.3 Adding members to a group

To add members to the group, select the “member” tab in the upper left corner,
Figure 35.

Add new form as shown in Figure 37 appears

o
EnergyDataDe  Dasnboaras  Chans
< dilberttest e

Memberships

+ aoomruore R
Al members in “dilbert test

Active Tl Role Tl Name Tl Created By Tl Created At T Exp Date Tl A
' Administrator Anders Christian Laage Anders Christian Laage

Figure 37 Add member form
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Press the “+add member” button and (another @) ) new form appears as shown in
Figure 38

Add member to ‘dilbert test'

Figure 38 Member details form

Enter the new group member (user) email address, the role he/she shall take. Here
you can select (ordinary) member or administrator. A member can access the data
the group is granted access to, an administrator can further also manage (edit) the

group.

You can set an expiration date; this can be useful if you want to automatically revoke
the membership e.g. when the project ends.

8.5 Monitor a data set

You can supervise your data streams in your data sets if data is published via the
MQTT publish service. If you have one or more scripts feeding data to your data sets
via the MQTT publish you can set up a supervision that will supervise if data is
received within a frequency that you define and the received values are within a
range you define. If the data feed fails to comply with your settings an alarm will be
raised and you will be notified by mail.

The create a supervision select the “alarms” option in the setting menu, see Figure
39.
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Settings~ 7

Groups
Datasets
Api Tokens

1 Alarms

Profile

Permissions

M

Logout

QAreer TEI%m PrE R S TEEIIAT T E

Figure 39 Alarm setting menu

New window with two tabs appears; “Alarm log” and “Alarms”. In the “Alarm log” all
raised alarms are listed with information about the raised alarms, see Figure 40

Alarms  ALARM LOG

Alarm log

Alarm time 1 Alarm type 11 Rule Tl Details 11 Target type Target nam

130022 - 124736 Threshold alam Min -2, Max: 50 lest testing siream 1
130022120900 Thresh Min-2, Mazx: 50

1309.22- 120648 Threshold alarm Win -2, Ma: 50 Triggering value: 77 quptime test alamm testing siream 1
13,0922 - 11°50:30 Threshoid alarm Min-2, Maic: 50 Triggering value: 83 Datastream Quptime test alarm testing stream 1

Figure 40 Alarm log

Selecting the “alarm” tab, all the defined supervisions (alarms) is listed and it is
possible to define a new alarm by selecting the “+alarm” button, see Figure 41
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Alarms

Alarm type Tl Targettype 1. Target name 1| Rule T Last triggered 1]

Threshold alarm Datastream guptime test alarm testing stream 1 Min-2, Max: 50

Figure 41 Create a new supervision

Complete the form that appears see Figure 42

Alarm type Source type

Frequency alarm h Dataset

Alarm trigger rules

eptable inactivity ir

Figure 42 Define a new supervision

When defining the new supervision note:

e Alarm type

130822 - 12:4806

Sidst andret
1 1248
m e

Select frequency if you need to supervise that data is received and threshold

if you need to supervise the received values
e Source type

Can either be for a stream or data set
e Repeat active alarms after

Define how frequently you want alarms, set to O (hours) if you need a

continuously supervision.

9. Logout

To log out from the system go to the “Setting” drop down menu and select “Log out”
and your session will be closed and you will be presented for the log on page.
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